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If the report includes statistics and indices, some data may be rounded,
meaning that the sum of each item may not match the total.

This report is a work of authorship protected by the Copyright Act.
Unauthorized copying or reproduction for profit is strictly prohibited under any

circumstances.

Seek permission from Ahnlab in advance
if you wish to use a part or all of the report.

If you reprint or reproduce the material without the permission of the organization
mentioned above, you may be held accountable for criminal or civil liability.
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A CAUTION

This report contains a number of opinions given by the analysts based on the
information that has been confirmed so far. Each analyst may have a different
opinion and the content of this report may change without notice if new
evidence is confirmed.
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Objectives and Scope

This report provides statistics on the number of new ransomware samples, targeted systems,

and targeted businessesin July 2023, as well as notable ransomware issues in Korea and other

countries. Other major issues and statistics for ransomware that are not mentioned in the

report can be found by searching for the following keywords or via the Statistics menu at
(hereinafter “"ATIP").

Disclaimer: The number of ransomware samples and targeted systems are based on the
detection names designated by AhnLab, and the statistics on targeted businesses are based
on the time the information on the ransomware group's dedicated leak sites (DLS, identical to
ransomware PR sites or PR pages) was collected by the ATIP infrastructure.

Major Statistics

1) Data Sources and Collection Methods

ATIP uses its internal infrastructure to monitor and analyze the following ransomware
information.

® st of malicious files and behaviors detected and collected by AhnLab Smart Defense
(ASD)
® |ist of targeted businesses posted on ransomware groups' DLS

The number of new ransomware samples and statistics on targeted systems were calculated
based on the detection names designated by AhnLab. They were also limited to cases where
the detected files and behaviors were diagnosed under the category of "Ransomware/" or
"Ransom/".

® Ransomware/Win.Magniber: Example file detection name
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® Ransom/MDP.Magniber: Example behavior detection name

The detection names acquired at the time of detection may not allow for the identification of
ransomware type (e.g. Generic, Agent, Edit, Decoy, and others), and some cases may be
excluded from the ransomware statistics or be counted as a different ransomware type due
to a changed detection names after detection or a failed detection.

The statistics on targeted businesses are the values that have been organized based on the
data accumulated through regular monitoring of ransomware groups' DLS, where the groups
reveal the targeted businesses. If the DLS page was inaccessible or the data was collected
belatedly, then the data may have been excluded from the statistics or have been considered
to be collected at a time different from the exact date the victim was revealed.

Therefore, this report should be used as a reference to check the general trends of
ransomware samples and targeted systems and to see which ransomware groups are actively
engaged in attacks through the statistics on targeted businesses to gain a general
understanding of trends.

2) Overall Ransomware Statistics

The total number of new ransomware samples collected during the past six months is as
follows.

Sample Total
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Figure 1. Number of new ransomware samples

Ahnlab 6




Threat Trend Report on Ransomware (July 2023)

Magniber drove a steep increase in February 2023 but the number decreased in March;
however it is on the rise again. In July, the total number of new samples increased by about
14% compared to the previous month to 5442, which is attributable to the increase in the
number of sample variants of Azov, LockBit, and StopCrypt ransomware.

The table below shows the total numbers after removing redundant data of ransomware files
used in targeted systems and infection. (The term "targeted systems" is used for your
convenience, yet it should be understood as systems where ransomware files and behaviors
were detected or systems that were exposed to infections.)

Infected System/File
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4000 =352
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1000
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msystemTotzlCount  ®mfileTotalCount

Figure 2. Systems and files infected by ransomware

The total count of targeted systems is mostly the same as those of June. Most of the damage
was caused by Magniber, recording 5,061 cases in total.

The total number of ransomware behavior detection (MDP)-based targeted systems and
blocked report cases are as follows.
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Blocked System/Report
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Figure 3. Ransomware behavior detection-based targeted systems and reports

Like the statistics on the above infected systems, the behavior detection system statistics
remained almost the same as the previous month, only with the number of blocks being
slightly higher.

3) New Samples by Ransomware

Below is the statistics showing the 5,442 new samples that were discovered in July organized
by ransomware type. Only 20 ransomware with the most samples are shown.

Sample
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Figure 4. Number of new samples per ransomware (July 2023)

As mentioned in the total ransomware statistics, it can be seen that the number of variant
samples of the Azov, LockBit, and StopCrypt ransomware increased compared to the previous
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month. Magniber recorded a similar figure to the previous month, but it was still the most
collected among the new samples. There were no significant changes in the number of other
ransomware.

4) Targeted Systems by Ransomware

The top 20 cases with the highest number of files used in targeted systems and infection are
as follows (duplicates have been excluded).
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Figure 5. Number of targeted systems and files by ransomware (July 2023)
The number of systems targeted by Magniber inched down from 5,100 to 4893, which is at a
similar level to those of the previous month. Other ransomware numbers remained at a similar

level to those of June as well.

The following statistics show the daily number of affected systems from the top 12
ransomware out of total affected systems.
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Infected System
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Figure 6. Daily number of targeted systems per ransomware (July 2023)

Infection cases caused by Magniber were the highest in the daily statistics as well. Aside from
the typical fluctuations such as a slight decrease in attacks during weekends and subsequent
pick up during weekdays, the daily number of systems affected by Magniber stayed at about
an average of 230. Infection attempts had been made steadily throughout July without there
being a spike on a specific day. The summer vacation season seems to have influenced the
decrease in the number of affected systems after July 24. There were also LockBit and Makop
ransomware's emails involving attachments disguised as "resumes”, "job applications”, and
"guidelines on unauthorized use of licenses", as well as infection attempts by STOP

ransomware disguised under the filenames "build.exe" and "setup.exe".

5) Targeted Businesses by Ransomware Group

Below are the statistics on targeted businesses posted on the ransomware groups' dedicated
leak sites (DLS) collected by ATIP. As data on some ransomware groups were collected late or
could not be collected, the report refers to the table "Targeted Businesses by Ransomware
Group (External Statistics)" that follows as well.
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Figure 7. Number of targeted businesses per ransomware group (July 2023)

The number of businesses attacked by 8BASE, a ransomware group first observed in May
2023, topped in ATIP statistics since the number was counted cumulatively; however, the
actual number of businesses affected by 8BASE announced in July is 31. The number of
businesses affected by LOCKBIT 3.0 slightly decreased from the previous month, but the
group continues to add many businesses to their dedicated leak sites (DLS). As for Rhysida,
the group emerged at around the same time as 8Base is highly active, and the number is also
a cumulative one.

Since the first report in late May on CLOP exploiting the MOVEit zero-day vulnerability to
breach data from hundreds of companies, the number of victims disclosed by CLOP has
increased. While the group revealed many victims in July as well, they were not reflected in the
statistics because they were not collected by ATIP. For more information regarding businesses
attacked by CLOP, please refer to the "Key Trends" section below.

Some of the targeted businesses revealed per ransomware group are as follows.
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Ransomware [ Victim M Count |
BBASE Jeff Wyler Automotive Family, Inc. / Polanglo / CON-STRUCT / PORTERROOFING / ISPE Con 144
LOCKBIT 3.0 blowtherm.it / oneexchangecorp.com / snjb.net / TSMC.com / mitr.com / recamlaser.com / S0
Rhysida Enfield Grammar School / Alberta Newsprint / iMatica / Hochschule Kaiserslautern / Fassil 32
BlackCat Duncan Disability Law / Townsguare Media Inc / Bangladesh Krishi Bank / Maruchan Inc /. 28
BIANLLAN Undisclosed Staffing Company / Kondratoff Persick LLP / ** C e 27
Play Safety Metwork / Capacity LLC / Betty Lou's / MUJI Europe Holdings Limited [/ Geneva Soft 24
SMATCH TUI UK/ Sguare Yards / Comoli Ferrari / Canadian Nurses Association / FRESCA [ MSSNY / 14
Medusa Luna Hotels & Resorts / Mutuelle LMP / Yunus Emre Institute Turkey / Tracker de Colombis 12
A& B****ea / De****int / Decimal Point Analytics Pyt f Bluelinea(Unpaid) / Thaire(Unpaid] / De 11
RAGHNARLOCKER Portugal Scotturb Data Leaked / Australian Universal Crane Leak / Autlan Metallorum, Me 7
Abyss www.arb.ch /www.stri.se / www tractrad.com / www brockhouse,co.uk / plbint.com 5
BastaMews Blount Fine Foods / Bartlett / BION_2 / EDVMS [ All States Ag Parts 5
Monti Hungarian Investment Promotion Agency / Siden & Associates Press Release [ Hungarian 3
KARAKURT Jefferson County Health Center / Mchlester Regional Health Center / Regional Family Med 3
Qilin ASIC Soluciones / MicroPort Scientific / LivaNova / Better System Co, Ltd 3
Mallo Ashley HomeStore / Garuda Indonesia 2
LOREMNZ preesss pnmy f peeessess mnm 1
Ransom_House Customer Elation - Business Information 1
Table 1. Some of the targeted businesses per ransomware group (July 2023)
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6) Targeted Businesses by Ransomware Group (External
Statistics)

The following statistics on targeted businesses during the same period were provided by
DarkFeed Twitter - a platform run by an external threat intelligence (Tl) business or security
expert. Note that this report used the statistical information from DarkFeed or Dailydarkweb
Twitter available at the time of writing.

DARKFEED CYBER THREAT INTELLIGENCE

DARKFEED.IO

Lockbit 8Base Play BlackCat BianLian Cactus

Figure 8. Targeted businesses per ransomware group <Source>
As mentioned above, though not counted in ATIP, the number of companies compromised by

CLOP -the one who listed the most victims - as well as LOCKBIT 3.0, 8BASE, BlackCat (ALPHV),
Play, and BIANLIAN ransomware groups are generally high.
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Key Trends

Multiple issues regarding various ransomware occurred in July 2023. This report presents
brief introductions to the following key topics and details for reference.

® More businesses affected by CLOP ransomware's exploitation of MOVEit zero-day
vulnerability;

® Big Head ransomware disguised as an emergency Windows update; and

® Detection names for ransomware disguised as Sophos file.

Readers are recommended to check and refer to issues that are not covered in this report
through ATIP if the current security management system or situation requires so.

1) More businesses affected by CLOP ransomware's
exploitation of MOVEit zero-day vulnerability

The 2023 June ATIP Threat Trend Report on Ransomware’ have covered the issue of "CLOP
ransomware's activities involving the exploitation of the MOVEit zero-day vulnerability and the
group's disclosure of their victims.” This report follows suit by looking at the companies that
have been additionally disclosed in July.
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Figure 9. Posts on CLOP ransomware's DLS - Disclosure of victims (June 15, 22, 29)

The image above shows the number of victims listed over three weeks in June. As of July 31,
the CLOP's DLS added approximately 180 new victims to their list. This is two to three times
the number of companies disclosed in June. The group appears to be constantly updating their
victims listing to explore ways to maximize their profit. Companies added between June 29
and July 31 are colored in different text background.
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HOME | CLOP"_- LEAKS
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CLOP*_- LEAKS

Figure 10. Posts on CLOP ransomware's DLS - Disclosure of victims (July 31)

In mid-July, when the CLOP ransomware group was actively listing and threatening their
victims, bleepingcomputer published an article titled "Clop gang to earn over $75 million from
MOVEit extortion attacks"? based on Coveware's blog post.® According to this article, the
CLOP ransomware group is expected to raise between $75-100 million from extorting victims
of their large-scale MOVEit data leakage campaign.
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The ransomware groups who launched massive data exfiltration attacks like CLOP and 8BASE
seem to change their tactics to demanding far more significant ransom to a small handful of
victims who succumb to “name-and-shame” pressure, because these payments outweighs
the sum coming from large pool of victims with moderate ransom payment.

According to Coveware's report, the number of victims paying ransom has dropped to an all-
time low of 34%, luring ransomware groups to adopt a tactic that makes their attacks more
profitable.

Below are some articles that describes the profit generation and negotiation tactics of some
ransomware groups including CLOP.

° : Ransomware payments on record-breaking trajectory for 2023

o : Clop gang to earn over $75 million from MOVEit extortion attacks

) - Ransom Monetization Rates Fall to Record Low Despite Jump In Average Ransom
Payments

CLOP continues to add tens of new victims their DLS in July. It is predicted that the issue of
"CLOP ransomware's activities involving the exploitation of the MOVEit zero-day vulnerability
and the group's disclosure of their victims" will continue for a while.

To prevent ransomware attacks, it is essential for organizations and users who use software
that can be directly used in malware infection such as file transfer tools to apply the latest
security updates and remove unnecessary software. Users should also follow the general
guidelines of practicing periodic backups, as well as installing, using, and updating security
software.

2) Big Head ransomware disguised as an emergency
Windows update

Analysis information on the Big Head ransomware first introduced in the Fortinet blog post
titled "Ransomware Roundup - Big Head".# Afterward, bleepingcomputer published an article
titled "New ‘Big Head' ransomware displays fake Windows update alert",> based on Trend
Micro's blog post "Tailing Big Head Ransomware'’s Variants, Tactics, and Impact"® uploaded on
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July 7.

The Big Head ransomware is a new kind of ransomware that can spread through malicious
advertisements for fake Windows updates and Microsoft Word installers. While Big Head
neither has any technical advantages that set it apart from other ransomware nor inflicted
any serious harm, it is included in this report because its tactic to block users' attempts to
intervene or stop the encryption was interesting; during the file encryption process, a pop-up
window with the message "Configuring critical Windows Updates..." was used to cover the
whole screen, disguising the ransomware as a normal Windows update process.

There are many variants of the Big Head ransomware, but this report will summarize the
details of the tests run with the first sample type provided by Trend Micro's analysis post.

® : Tailing Big Head Ransomware's Variants, Tactics, and Impact

The first sample of Big Head ransomware "1.exe’ file contains three encrypted files in its
resources, as shown in the figure below. This section will take a look at BXIuSsB.exe, which is
dropped by the third file, Xarch.exe. The BXIuSsB.exe code contains the file encryption and the
"Fake Windows updates" features.

Binaries
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A ransomware that checks Ransom note
for extension ".r3d" before
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extension ".poop"
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Figure 11. First sample of Big Head Ransomware <Source>
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Xarch.exe, which is included in the resources of 1.exe, is encrypted as shown below. Using a
hard-coded key value within the code, this is decrypted with an AES algorithm before being
executed.

Bf 0e 22 8d|1a 30 6d =8 23 a2l &7 fe|be 0b £2 3f Ume#l%b% o?

Ik .
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Figure 12. Resource configuration of Big Head ransomware's 1.exe

1 h:
Recipe ama Input e T O W=

C8 OF 22 8D 1A 30 6D E8 23 Al 67 FE BE @B F2 3F
50 83 68 @B 9E A7 82 7@ 85 7D CE 39 EB B9 75 OF
7F 14 8D 81 E5 C5 10 2C 54 A5 EF 1B FC 43 EA 28
HEX ~ B4 BB E9 CB 72 79 68 FE D4 75 10 D5 @9 07 11 7D
93 A4 99 B2 70 5C E2 29 6@ SF B3 8B (B 6A 1D F1
D5 C5 3B @4 87 21 46 @3 (8 FE @5 4B 5B 78 3E B9

AES Decrypt

Key
eB9fof73b6acava230@a7c3fbedsafe32

1\ HEX ~ . a
= w ime: ms -
Output #- Length: e < | |_|:| 3| La
lines:
Mode Input Output . .
ECE Hex Raw MZ..eunnnnn Fiee, cnnnans e eesnisiseannasssansnsassaasssnnnnnnnns 2,.7 Il .LI!This
program cannot be run in DOS mode
- [T PE..L...506d........ T R @..
v -
STEP BAKE! o O e T .
‘ Auto Bake 5 @ @

Figure 13. Decrypting Xarch.exe

Afterward, Xarch.exe is put through an AES decryption code using a key value different from
1.exe and executes BXIuSsB.exe which displays the fake Windows update screen and has
ransomware features. At the user file encryption stage, it employs the strategy of covering
the whole screen with the fake Windows update screen shown below. Additionally, the code
was to display the message "x% complete Do not turn off your computer." at the bottom of
the screen, but this was not displayed in the test system.
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Configuring critical
Windows Updates

Figure 14. Big Head ransomware's fake Windows update window

While the fake Windows update screen is being displayed, files are encrypted. The encrypted
files are changed to have the previous file name encoded in Base64 shown below, and finally,
a ransom note is created with a file name containing an ID in the format
"README_3636039.txt".

[ 4[] =1 file - O X
Home Share View 0
“ v P » ThisPC » Local Disk (D:) » test » file v Q) Search file ol

B Music " || README_3636030.txt [ ¥s5je3v=
& Pictures [ ¥S5kb2N4 [ ¥85QTke=
B Videos [ v55weQ== [ ¥s5wZGY=
i Local Disk (C2) |J_‘f'552cW><pdGU= [ ¥s54bHN4
= Local Disk (D7) L] YS36aXA=
test v
Giterns  1itemn selected 1.57 KB 1=z &=

Figure 15. Big Head ransomware's encryption

For your information, the file names on the left of the above explorer screen are as follows.

® YS54bHN4 // axlsx
® VYSHweQ== /] a.py

® YS5zcWxpdGU= //a.sqlite
® YSH56axA= /] azip
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"] README_3636039.txt - Notepad - O X

File Edit Format View Help
Hello! All your files have been encrypted & leaked... BY BIG HEAD RANSOMWARE A

Your personal Id:

NFh+okScoxarQoBPXn2nA+cEMDK77WPIQhVGsg /N+yX9GnX76hpAxtOvY3IzIH19FvFPEZM2WEKY fuljS@6gMqyQUp9sDASye /1Aiaz
+HXc5+CF11KAXXGEHf cu0IoFSDZ656r

+721k9/1I/VOTkbIR5ZLRs 29VIMT ZVnbxrdbUBMSLYyif7PolpalnRpy7bMhbRZc20D0egXdZj0kiq7pYRvy 32w6FPogEWh1517 Shiwe
pEghleyBolQsazXyC43av6]dnS+8CgAliWXIESa0BECFQsMXIPZ jMXBpAcGMTh/ 0g+wgdI8bGP3IguH4WiuhHQvuK
+EFWIrBOcBFMabuipLA==8ZWAtVVNIMzYzNjAzOVOmb2 9 Ni8y My 8yMDIWwIDIGNTAGM] cgUELfV21uIDEWX2IscGIFQ1hIdVNzQg==

To decrypt your files you need write to email: poop69news@gmail.com
In the letter, send your personal Id

Do not try restore files without our help, this is useless, and can destroy you data permanetly.
However, the files can be recovered even after the removal of our program and even after
reinstalling the operating system.

Ln 1, Col1l 100%  Windows (CRLF) UTF-8 with BOM

Figure 16. Big Head ransomware's ransom note - README_XXXxxxx.txt

Before concluding this section, we searched for past cases where a fake but legitimate-looking
"Configuring critical Windows Updates---" screen was used. It was confirmed that a fake
Windows update screen with the same message and style was used by the Fantom
ransomware in August 2016. The URL of the article and the screen image are included here
as a reference, as the screen was not fully shown during our test.

) : Fantom Ransomware Encrypts your Files while pretending to be Windows Update

Configuring critical Windows Updates

1% complete
Do not turn off your computer.

Figure 17. Fantom's fake Windows update screen <Source>

The Big Head ransomware is known to disquise itself as fake Windows updates and
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Microsoft Word installers, so users must download operating systems, work productivity
software, and games from their official websites. Users should also follow the general
guidelines of doing periodic backups, as well as installing, using, and updating security
software.

|OCs for Reference
6d27c1b457a34ce9edfb4060d9e04eb44d021a7b03223ee72ca569c8c4215438 1.exe
bcf8464d042171d7ecaada848b5403b6a810a91f7fd8f298b611e94fa7250463 Xarch.exe
642460b9455d76a094376b04a2584d16771cd6164db72287492078719a0c749ab BXIuSsB.exe

3) Detection names for ransomware disguised as Sophos
file

New ransomware disquised as a file created by cyber security vendor Sophos was introduced
with the name SophosEncrypt. At first, it was thought to be a part of the activities of the
Sophos Red Team, but the Sophos X-Ops team uploaded a tweet stating that they are in no
part connected to such activities and that the ransomware was being detected by their
product. ’

The bleepingcomputer wrote an article about this titled "Cybersecurity firm Sophos
impersonated by new SophosEncrypt ransomware"® on July 18. A few days later, on July 23,
Sophos released detailed analysis results titled "Sophos Discovers Ransomware Abusing
“Sophos” Name" along with a decryption tool for encrypted files.®

Additionally, the ransomware name "SophosEncrypt" had been already added to

(a ransomware type identification service provided by MalwareHunterTeam) at
the time of discovery, but currently, most cyber security companies use a different detection
name. This will be covered in more detail further on.

Based on the ransomware hash shared in the tweet, we will briefly
examine the execution results of this file
(3da31ee0abc6410b3c66aad41623d05aac61a4dbb85045eb89f5810ffdc93066). This ransomware is run
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through the command line interface (CLI) and requires the threat actor to input a few things.
The arguments given during testing are as follows. If the password is not 32 characters in
length, it is terminated.

® token:aaa
® password: 111:--111 (32 characters)
® Mail/Jabber: foo@bar.com
® option: 1) Encrypt All
@ ### Encryption program - SOPHOS 222 - O ket

S
### SOPHOS RUN #3 V

B B B R B R AR IR R AR R R
FHHH#H# Local use of the program #HHHEHE
FHEH A R

dden from v : [hidden]

Enter Jabber:
Password rec
e: What actions do you want to perform? ###

ct an option:

Figure 18. Executing the ransomware

The file encryption process scrolls on the command window. File extensions with the format
" [[-ID-]].[[-Mail-]].sophos" are added to the file names and the ransom note "information.hta"
is created in each directory.

file — O *
“— w » ThisPC » Local Disk(D:) » test » file w| ) Search file 2
-h Music ~ | a.csv.[[K51sSJuB]].[[fec@bar.com]].sophos | axlsx.[[K5ls5JuB]].[[foe @bar.com]].sephos
| Pictures | a.docx [[K3ls5IuB]].[[foo@bar.com]].sophes | azip.[[K3Is5JuB]].[[foo@bar.com]].sophos
ﬁ Videos | a.pdf.[[K3Is5JuB]].[[foo@bar.com]].sophos Einfurmatiun.hta
Local Disk (C:) | a.PMG.[[K5Is5]uB]].[[feo@bar.com]].sophos
Local Disk (D:) | a.py.[[K3ls5JuB]].[[fec@bar.com]].sophos
| asglite.[[K31s5)uB]].[[foc@bar.com]].sophos
test -
9 tems 1= B
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Figure 19. Files encrypted with the ransomware and the ransom note

Additionally, Sophos released the POC Python code for the ransomware decryption tool
which receives the password used in the encryption process as an input.’ It is not often
that a decryption tool is released for ransomware, but if necessary following websites may
be useful for reference materials.

° : NO MORE RANSOM decryption tools
o : Search page for KISA's ransomware decryption tools (This page is
available in Korean only)

The ransom note "information.hta" consists of a unique device ID value assigned to each
infected system upon ransomware execution and the threat actor's email address given as
an input argument, as shown below.

encrypted

[a)

All your files have been encrypted!

All your files have been encrypted due to a security issue with your computer. If you want to restore them, write to us by email foo@bar.com

1f you have not received a response within 24 hours, write to us at Jabber: foo@bar.com

Write this ID in the title of your message K5IsSJuB

You wil have to pay for decryption in btcons. The price depends on how quickly you write to us. After payment, we wil send you a tool that wil decrypt al your fies.

Free decryption as guarantee
We can decrypt 1 smal, not mportant fle as proof of decryption. 1 megabyte of an unarchwed fle. We never dearypt mportant fles for testing, such as XLS, databases and other important fles.

How to obtain Bitcoins
Wrte to us and we wil nstruct you how to buy Btcon
Attention! If you ask for hep from third parties, know that they raise the price (they add ther own price from ours). Contact us for help and we val heb you buy Btcon, &'s not difficut. Our experts val fully tell you how to buy bitcoin.

Jabber dient nstalation mstructions:

« Download the jabber (Pdgin) dient from https://pidgin.im/download/windows/
« After instalation, the Pidgin cient wil prompt you to create a new account.
« Cick 'Add'
« In the Protocol field, select XMPP
« In'Usemame’ - come up with any name
« In the field 'doman' - enter any jabber-server, there are a lot of them, for example - explot.m
« Create a password
« At the bottom, put a tick 'Create account’
« Cick add
« If you selected 'doman’ - explot.im, then a new window should appear n which you wil need to re-enter your data:
o User
o password
© You wil need to folow the Ink to the captcha (there you wil see the characters that you need to enter n the field below)
« 1f you don't understand our Pidgin cient nstallation instructions, you can find many mstalation tutorials on youtube - Qutubs quer

Attention!
« Do not rename encrypted fies.
« Do not try to dearypt your data using thrd party software, ths may lead to ireversble data loss.
« No one else wil be able to return your fies except us!

Figure 20. Ransom note "information.hta"

Thisis as far as this post will cover on this ransomware. For more technical details, please refer
to Sophos's analysis details. We investigated to see what detection names are used by other
security companies for the SophosEncrypt ransomware mentioned at the beginning of this
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section. The following figure is a screenshot of search result of hash value used in the above

example on VirusTotal.

AhnLab-V3 @ Ransomware/\Vin Paradise R592425
AlYac @ Trojan.Ransom.Filecoder

Arcabit @ Generic.Ransom DCRTR. TES0656D
AVG @ Win32:Evo-gen [Trj]

EitDefender @ Generic.Ransom.DCRTR. TE80656D
Bkav Pro @ W32 AlDetectMalware

Cybereason @ Malicious bof1ei

Cynet @ Malicious (score: 99)

Deeplnsiinct @ MALICIOUS

Emsisoft @ Generic Ransom DCRTR.7TES0656D (B)
ESET-NOD32 @ A Vanant Of Win32/Filecoder OOL
Fortinet @ W32/Malicious_Behavior. SBX
Google @ Detected

Kaspersky @ Trojan-Ransom.Win32. Agent.bbil
Malwarebytes @ Ransom FileCryptor

MaxSecure @ Trojan Malware 214250023 susgen
McAfee-GW-Edition @ BenhavesLike Win32. Generic i
Panda @ TryRansomGen.A

Rising @ Ransom.Agent!3.6B7 (CLOUD)
Sophos (D) TroyRansom-GXS

Trapmine @ Malicious moderate ml.score
TrendMicro @ Ransom Win32 SPOOSH.THGAGBC
VBA3Z @ TrojanRansom.Paradise

‘Webroot @ 'W32.Ransom.Gen

Alibaba

Antiy-AVL

Avast

Avira (ne cloud)

EitDefenderTheta

CrowdStrike Falcon

Cylance

Cyren

Elastic

eScan

F-Secure

GData

Ikarus

Lionic

MAX

McAfee

Microsoft

QuickHeal

Sangfor Engine Zero

Tencent

Trellix (FireEys)

TrendMicro-HouseCall

VIFRE

Zillya

@ Trojan:Win32/Filecoder.03c03ead
@ Trojan[Ransem]\in32 DCrypt.a

(D) Win32:Evo-gen [Tr]

(D TrRiFileCodermrhli

(1) GenNN.ZexaE.26312.@@3@asnyLNji
@ Win/malicious_confidence_100% (W)
(1) unsaie

@ W32/FilecoderHL.gen!Eldorado

@ Malicious (moderate Confidence)

@ Generic. Ransom DCRTR.TEB0656D
(1) Trojan TRIFileCoder mrhii

@ Generic.Ransom DCRTR.7ES0656D
@ Trojan-Ransom. Schpos

(D) Trojan.Win32.Derir. 4l

(D) Matware (ai Score=80)

@ ArtemisIC4E82318D5F9

@ Ransom:Win32/Paradise BCIMTB
@ Ransom.Namabuse 530588804

@ Ransom.Win32 Filecoder.Vidg

@ Malware \Win32.Gencirc. 10bT0b04
@ Generic. Ransom DCRTR.TEB0656D
@ Ransom.Win32 SPOOSH.THGAGBC
@ Generic.Ransom DCRTR.7TE80656D

@ Trojan. Agent.Win32 3593457

Figure 21.Some of the VirusTotal detection results <Source>

Most companies (44 products) used common names such as Generic, Agent, and FileCoder
instead of identifiable names, and some companies (2 products) used the detection name

Paradise, which is the previous version of the ransomware.

® Ransomware/Win.Paradise.R592425
® Ransom:Win32/Paradise.BCIMTB

Other companies (3 products) use detection names with adequately rearranged versions of

the string "Sophos".
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® Trojan-Ransom.Sohpos
® Ransom.Win32.SPOOSH.THGAGBC

Each security company has its own way of assigning detection names to malware. The variety
of detection names as shown above are not problematic but rather natural outcomes.
Ordinarily, security companies select detection names by grouping the malware by common
characteristics (e.g., same malware developer, type of code, or feature properties). However,
some security companies may give different names for the same malware type. Despite of
that, there is an implicit rule among security companies to use detection names with no
discernible connection to certain companies, individuals, countries, or areas, as shown above.

We, at Ahnlab, assigned the detection name Paradise to the ransomware considering the
similarity in the naming pattern for the encrypted files used in recently observed Paradise
ransomware and in the layouts of the html ransom notes.

The encrypted file names and ransom notes used by the Paradise ransomware are as follows.

® [-ID-][-Mail-].honkai
® #DECRYPT MY FILES#.html

For additional analysis details on the Paradise ransomware, please refer to the post below.

° . Paradise Ransomware Distributed Through AweSun Vulnerability
Exploitation

|OC for Reference (Paradise Ransomware)
5cbbc1adfd22f852a37a791a2415c92¢

| = ] =1 file - O X
Home Share View o

« v » ThisPC » Local Disk (D:) » test » file v O Search file 2
* Downloads ~ ¢ £DECRYPT MY FILESZ.html |:] a.csvl[id-joFBIVSI].[main@paradisenewgenshin...
J) Music |j a.docx(id-joFBIVS]].[main@paradisenewgenshi... |:] a.pdf[id-joFBIvS]].[main@paradisenewgenshin...
=] Pictures |j a.PMG[id-jeFBVS]][main@paradisenewgenshi.. |:] a.py[id-joFBIvSI].[main@paradisenewgenshini...
m Videos |j a.sqlitefid-joFBISI] [main@paradisenewgensh... |:] axlsu[id-joFBNSI].[main@paradisenewgenshi...

. Local Disk (C) | | aziplid-joFBIvSI].[main@paradisenewgenshini...

e Local Disk (D)
test "

9 items 122 =

Figure 22. Encrypted files and ransom note of the Paradise ransomware
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The encrypted file name of a.zip in the image above is as follows.

® a.ziplid-joFBJvSJ].[main@paradisenewgenshinimpact.top].honkai

- m] X
e WHAT HAPPENED x +
C @ IHY | Dyftest/file/%23DECRYPT%20MY%20FILES%23 html B a v O
Your files are encrypted!

Paradise Ransomware Team!

FREE DECRYPTION AS GUARANTEE!

« Before payment you can send us 1-3 files for free decryption.
= Pleass note that files must NOT contain valuable information,
= The file size should not excaed 1MB.
« As evidence, we can decrypt one file

HOW TO OBTAIN BITCOINS!
- Our Bitcoin Address: 392vKrpVMF7LASSTXyXp) IFUESdgKhFv
Th alBit: i

coins site.
s and select the seller by payment method and price

Figure 23. Paradise ransomware's ransom note "#DECRYPT MY FILES#.html"

The ransomware that disquised itself as a Sophos file cannot inflict substantive damage in its
current state. However, ransomware groups make various attempts to avoid suspicion from
users and maximize profit through tactics such as impersonating legitimate programs of
security companies or using social issues and news grabbing users’ attention. To minimize
harm from such attack methods, organizations and individual users must comply with security
guidelines, such as applying the latest security updates, removing unnecessary software,
practicing periodic backups as well as installing, using, and updating security software.

|IOCs for Reference

3da31ee0abco410b3cb66aad41623d05aac61a4dbb85045eb89f5810ffdc93066
f15a0f660efObd9e116ff19b433451d403ffedea9469a095c2f429227500e87a
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4) Others

Refer to the following posts to see issues other than the abovementioned ones. All
ransomware-related major news, issues, and reports can be found by searching with a
keyword on ATIP.

° (July 2)

° (July 11)

° (July 18)

°

(July 19)

° (July 20)

° (July 20)

° (July 21)

° (July 25)

° (July 27)

° (July 31)
Conclusion

Although the number of ransomware samples and affected systems may change periodically
depending on the success rate of attack campaigns or initial infection attempts, each month
records at least hundreds or thousands of such cases as can be seen in the statistics herein.
Also, hundreds of victimized companies are listed on ransomware groups' leak sites.

As described in this trend report, ransomware attack groups actively exploit the vulnerabilities
of operating systems and software used by corporations. As for individual users, the threat
groups take advantage of users' negligence, use malware carefully disguised as legitimate
software, or exploit vulnerabilities that evade security software. According to the
characteristics used in such initial infection attempts, corporate and individual users are
advised to observe the following guidelines to protect and manage their major assets.

® Apply the latest security updates for operating systems and software. Enable auto-
update.

® |nstall and use security software. Maintain the latest updates.

® Back up data regularly and store said data in an offline or separate network.

AhnLab 28



https://atip.ahnlab.com/ti/search/result?Ransomware
https://www.bleepingcomputer.com/news/security/blackcat-ransomware-pushes-cobalt-strike-via-winscp-search-ads/
https://atip.ahnlab.com/ti/contents/asec-notes?i=946e439d-4b77-424f-9356-feed6b6cbb1e
https://www.bleepingcomputer.com/news/security/fin8-deploys-alphv-ransomware-using-sardonic-malware-variant/
https://atip.ahnlab.com/ti/contents/asec-notes?i=31bf8d05-0671-44ad-898b-f6e23e5e23b3
https://atip.ahnlab.com/ti/contents/asec-notes?i=31bf8d05-0671-44ad-898b-f6e23e5e23b3
https://atip.ahnlab.com/ti/contents/asec-notes?i=ad7a3c12-1ae0-4d46-b015-a980bba8e21f
https://www.avira.com/en/blog/understanding-the-rising-threat-of-money-message-ransomware
http://www.boannews.com/media/view.asp?idx=120395&kind=&sub_kind
https://atip.ahnlab.com/ti/contents/asec-notes?i=c4e0f38b-1704-44a3-bcc2-b39d9f815373
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https://atip.ahnlab.com/ti/contents/asec-notes?i=fdf45c58-7754-4fa3-9563-fb28b1326b9e
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® Be cautious of websites from unreliable sources and viewing/executing email links and

attachments.
® Use strong passwords and two-factor authentication (2FA).

Indicators Of Compromise (I0C)

A portion of the following IOC quotes other analysis reports, and there are some cases that
could not be verified because samples could not be obtained. Updates may occur without

prior notice when new information is found.

1) File Paths and Names

The file paths and names used by the threat group are as follows. File names of some malware

or tools may be the same as those of normal files.

2) File Hashes

The hashes of the related files are as follows. However, sensitive samples may have been

excluded.

6d27c1b457a34ce9edfb4060d9e04eb44d021a7b03223ee72ca569c8c4215438 // Big HeadAhnlLab
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159fbb0d04c1a77d434ce3810d1e2c659fda0a5703c9d06f89ee8dc556783614
92a38796e0ce4866¢ff8763b026272eb568fa79d8a147f7d61824752ad6d8f09
39caec2f2e9fdabeba7ce8f22e29e1c77c8f1b4bde80c91f6f78cc819f031756
1ada91ch860cd3318adbb4b6fd097d31ad39c2718b16c136c16407762251c5db
be6416218e2b1a879e33e0517bcacaefccab6ad2f511de07eebd88821027f92d
9a7889147fa53311ba7ec8166c785f7a935c35eba4a877¢1313a8d2e80e3230d
f6a2ec226c84762458d53f5536f0a19e34b2a9b03d574ae78e89098af20bcaa3
1942aac761bc2e21cf303e987ef2a7740a33c388af28ba57787f10b1804ea38e
f354148b5f0eab5af22e8152438468ae8976db84c65415d3f4a469b35e31710f
037f9434e83919506544aa04fecd7f56446a7cc65ee03ac0a11570cf4f607853
980bac6c9afe8efc9cbfe459a5f77213b0d8524eb00de82437288eb96138b9%a2
603fcc53fd7848cd300dad85bef9abb80acaa7984aa9ch9217cdd012ff1ce5f0
bcf8464d042171d7ecaada848b5403b6a810a91f7fd8f298b611e94fa7250463
64aac04ffb290a23ab9f537b1143a4556e6893d9ff7685a11c2c0931d978a931
f59c45b71eb62326d74e83a87f821603bf277465863bfc9c1dcb38a97b0b359d
2a36d1be9330a77f0bc0f7fdc0e903ddd99fcee0b9c93chb69d2f0773f0afd254
66bb57338bec9110839dc9a83f85b05362ab53686ff7b864d302a217cafb7531
806f64fda529d92c16fac02e9ddaf468a8cc6ebc710dcOf3be55aec01ed65235
9c1c527a826d16419009a1b7797ed20990b9a04344da9c32deeal0378abeeece?
40e5050b894cb70c93260645bf9804f50580050eb131e24f30ch91eec9ad1abe
25294727f7fa59c49ef0181c2c8929474ae38a47b350f7417513f1bacf8939ff
dcfaOfca8c1dd710b4f40784d286c39e5d07b87700bdc87a48659c0426ec6echb
3da31ee0abc6410b3c66aad41623d05aac61a4dbb85045eb89f5810ffdc93066 // Sophos impersonation
f15a0f660efObd9e116ff19b433451d403ffedea9469a095c2f429227500e87a

3) Relevant Domains, URLs, and IP Addresses

The download or C2 addresses used are as follows. http was changed to hxxp, and sensitive
information may have been excluded.
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