
 AhnLab Cyber Threat Intelligence Report 

 

 

Threat Trend Report on Ransomware 

March 2023 Ransomware Statistics and Major Issues 

V1.0 

 

AhnLab Security Emergency response Center (ASEC) 

Apr. 06, 2023 

 

                             

TLP: GREEN 



Threat Trend Report on Ransomware (March 2023) 

2 

Classification 

Publications or provided content can only be used within the scope allowed for each 

classification as shown below. 

Classification Distribution Targets Precautions 

 
Reports only provided for 

certain clients and 

tenants 

Documents that can only be accessed by 

the recipient or the recipient department 

Cannot be copied or distributed except by 

the recipient 

 

Reports only provided for 

limited clients and 

tenants 

Can be copied and distributed within the 

recipient organization (company) of 

reports 

Must seek permission from AhnLab to use 

the report outside the organization, such as 

for educational purposes  

 

Reports that can be used 

by anyone within the 

service 

Can be freely used within the industry and 

utilized as educational materials for 

internal training, occupational training, and 

security manager training 

Strictly limited from being used as 

presentation materials for the public 

 Reports that can be 

freely used 

Cite source 

Available for commercial and non-

commercial uses 

Can produce derivative works by changing 

the content 

 

 

 

 

 

 

 

 

 

 

 

TLP: AMBER 

TLP: RED 

TLP: GREEN 

TLP: WHITE 



Threat Trend Report on Ransomware (March 2023) 

3 

 

  

Remarks 

 

If the report includes statistics and indices, some data may be rounded,  

meaning that the sum of each item may not match the total.  

 

This report is a work of authorship protected by the Copyright Act.  

Unauthorized copying or reproduction for profit is strictly prohibited under any 

circumstances.  

 

Seek permission from AhnLab in advance  

if you wish to use a part or all of the report. 

 

If you reprint or reproduce the material without the permission of the organization  

mentioned above, you may be held accountable for criminal or civil liabilities. 
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 CAUTION 

This report contains a number of opinions given by the analysts based on the  

information that has been confirmed so far. Each analyst may have a different  

opinion and the content of this report may change without notice if new  

evidence is confirmed. 
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Objectives and Scope 

This report provides statistics on new ransomware samples, attacked systems, and targeted 

businesses in March 2023, as well as notable ransomware issues in Korea and overseas. Other 

major issues and statistics for ransomware that are not mentioned in the report can be found 

by searching for the following keywords or via the statistics menu at AhnLab Threat 

Intelligence Platform (ATIP). 

 

⚫ Ransomware 

⚫ Statistics by Type 

 

The number of ransomware samples and targeted systems are based on the aliases 

designated by AhnLab, and the statistics on targeted businesses are based on the time the 

information on the ransomware group's dedicated leak sites (DLS, identical to ransomware PR 

sites or PR pages) was collected by the ATIP infrastructure. 

 

 

Major Statistics 

1) Data Sources and Collection Methods 

ATIP uses its internal infrastructure to monitor and analyze the following ransomware-related 

information. 

 

⚫ List of malicious files and behaviors diagnosed and collected by AhnLab Smart Defense 

(ASD) 

⚫ List of targeted businesses posted on ransomware groups' DLS 

 

The number of new ransomware samples and statistics on targeted systems were calculated 

based on the aliases designated by AhnLab. They were also limited to cases where the 

detected files and behaviors were diagnosed under the category of “Ransomware/” or 

“Ransom/”. 

 

⚫ Ransomware/Win.Magniber - Example file alias 

https://atip.ahnlab.com/
https://atip.ahnlab.com/
https://atip.ahnlab.com/ti/search/result?Ransomware
https://atip.ahnlab.com/ti/contents/statistics/malware-class
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⚫ Ransom/MDP.Magniber - Example behavior alias 

 

The alias at the time of detection may not allow for the identification of ransomware type (e.g. 

Generic, Agent, Edit, Decoy), and some cases may be excluded from the ransomware statistics 

or be counted as a different ransomware type due to a changed alias after detection or a 

failure of detection.  

 

The statistics on targeted businesses are the statistical data accumulated through regular 

monitoring of ransomware groups' DLS, where the groups reveal the targeted businesses. If 

the DLS page was inaccessible or the collection happened late, then the data may have been 

excluded from the statistics or have been considered to be collected at a time different from 

the exact date the victim was revealed. 

 

Therefore, this report should be used as a reference to check the general trends of 

ransomware samples and targeted systems and to see which ransomware groups are actively 

engaged in attacks through the statistics on targeted businesses to gain a general 

understanding of trends. 

 

 

2) Overall Ransomware Statistics 

The total number of new ransomware samples collected during the past six months is as 

follows. 

 

 
Figure 1. Number of new ransomware samples 
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The ransomware sample total that saw a steep decline in December 2022 was brought back 

up by Magniber which showed an increase last February, but along with its decline, the sample 

total was also reduced to the average in March. 

 

The table below shows the total numbers after removing duplicate data of ransomware files 

used in targeted systems and infection (We chose to use the term "targeted systems", yet it 

should be understood as systems where ransomware files and behaviors were detected or 

systems that were exposed to infections). 

 

 
Figure 2. Systems and files affected by ransomware 

 

Similar to the sample total statistics, the targeted systems also show a decrease compared to 

last month. 

 

The total number of ransomware behavior detection (MDP)-based targeted systems and 

blocked report cases are as follows. 
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Figure 3. Ransomware behavior detection-based targeted systems and reports 

 

Behavior detection statistics also showed a decline in numbers compared to the previous 

month, similar to the sample total statistics. 

 

 

3) New Samples by Ransomware 

Below is the statistics showing the 2,211 new samples that were discovered in March 

organized by ransomware. Only 20 ransomware with the most samples are shown. 

 

 
Figure 4. Number of new samples per ransomware (Mar. 2023) 

 

Just like the total ransomware sample statistics mentioned above, new Magniber samples 
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showed a sharp decline and fell to one-eighth of the previous month's 5,500 cases. StopCrypt 

increased to approximately double the previous month's 360 cases. GandCrab also showed a 

threefold increase compared to the 150 cases in the previous month. 

 

 

4) Targeted Systems By Ransomware 

The top 20 cases with the highest number of files used in targeted systems and infection are 

as follows (duplicates have been excluded).  

 

 
Figure 5. Number of targeted systems and files per ransomware (Mar. 2023) 

 

The number of systems targeted by Magniber has shown a slight decrease compared to the 

previous month's 8,000 cases, yet is still the highest in the number of targeted systems. 

Although there is a vast difference in numbers compared to Magniber, Mallox has recently 

shown an increase in targeted systems, whereas LockBit is showing a decrease in both the 

number of samples and targeted systems.  

 

The following shows the statistics on the number of systems targeted daily extracted from 

the top 12 ransomware. 
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Figure 6. Daily number of targeted systems per ransomware (Mar. 2023) 

 

Cases of Magniber infection were the highest in the daily statistics as well. Apart from the 

typical changes such as a reduction in case numbers during weekends, another noteworthy 

difference was the increase of BlueCrab infections through emails attached with compressed 

files, whose names were disguised as cover letters, application forms, and portfolios on March 

6. Other than BlueCrab, attack methods using emails with disguised attached files were found 

in the cases of LockBit and Makop. On March 16, there was an increase in infection cases of 

Mallox (Fargo) targeting vulnerable MS-SQL server systems. 

 

 

5) Targeted Businesses by Ransomware Group 

Below are the statistics on targeted businesses posted on the ransomware groups' DLS 

collected by ATIP. As data on some ransomware groups were collected late or could not be 

collected, refer to "Targeted Businesses by Ransomware Group (External Statistics)" that 

follows. 
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Figure 7. Number of targeted businesses per ransomware group (Mar. 2023) 

 

CLOP, whose numbers were lower than that of LOCKBIT 3.0 and Royal, has seen an increase 

in targeted businesses ever since it exploited the GoAnywhere MFT zero-day vulnerability 

(CVE-2023-0669) last February to attack 130 companies.1 This increase followed on into 

March where it revealed the highest number of targeted businesses with 103 cases. 

 

Some of the targeted businesses revealed per ransomware group can be seen below. 

 

 
Table 1. Some of the targeted businesses per ransomware group (Mar. 2023) 

 

 
1 https://atip.ahnlab.com/ti/contents/asec-notes?i=eb62d9b4-2320-4d2b-ae6e-d751cd97e268  

https://atip.ahnlab.com/ti/contents/asec-notes?i=eb62d9b4-2320-4d2b-ae6e-d751cd97e268
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6) Targeted Businesses by Ransomware Group (External 

Statistics) 

The statistics on targeted businesses during the same period were provided by DarkFeed 

twitter, run by an external TI business or security expert, and this can be seen below. 

 

 
Figure 8. Targeted businesses per ransomware group <Source> DarkFeed twitter2 

 

It can be seen that the number of businesses targeted by CLOP, LOCKBIT 3.0, BastaNews, and 

Play ransomware groups are generally high. 

 

 

Key Trends 

Many issues regarding various ransomware occurred in March 2023. This report presents brief 

introductions to the following key topics and response measures. 

 

⚫ IceFire ransomware exploits IBM Aspera Faspex vulnerability to infect Linux systems 

⚫ Magniber ransomware bypasses SmartScreen for distribution 

⚫ Number of businesses targeted by CLOP Ransomware sharply increase after the 

exploitation of the GoAnywhere vulnerability 

 

 
2 https://twitter.com/ido_cohen2 https://twitter.com/ido_cohen2/status/1642218169765883907/photo/1  

https://twitter.com/ido_cohen2
https://twitter.com/ido_cohen2/status/1642218169765883907/photo/1
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It is recommended to check and refer to issues that are not discussed in this report through 

ATIP if the current security management system or situation requires so. 

 

 

1) IceFire Ransomware Infects Linux 

SentinelLabs analyzed3 the IceFire ransomware, which exploits the IBM Aspera Faspex file-

sharing software's YAML deserialization vulnerability (CVE-2022-47986) 4  to infect Linux 

systems, and bleepingcomputer also published an article based on this information.5 

 

More details on the CVE-2022-47986 vulnerability are available in the ATIP security advisory 

below. 

 

⚫ atip.ahnlab.com: Security Update Advisory for IBM Aspera Faspex Vulnerability (CVE-2022-47986) (This 

report supports Korean only for now.) 

 

The IceFire ransomware adds ".iFire" to the file extension upon encrypting them and creates 

a ransom note named "iFire-readme.xtx" in each directory. When the infection is complete, it 

deletes itself and any additional "iFire.pid" files. The IceFire ransomware runs a directory 

whitelist for infection in order to run the system stably, so it does not encrypt all Linux system 

files. 

 

 
3 https://www.sentinelone.com/labs/icefire-ransomware-returns-now-targeting-linux-enterprise-networks/  
4 https://atip.ahnlab.com/ti/contents/security-advisory?i=5db8e58e-983c-4a86-9bdb-3a75661c1632  
5 https://www.bleepingcomputer.com/news/security/icefire-ransomware-now-encrypts-both-linux-and-windows-systems/  

https://atip.ahnlab.com/ti/contents/security-advisory?i=5db8e58e-983c-4a86-9bdb-3a75661c1632
https://www.sentinelone.com/labs/icefire-ransomware-returns-now-targeting-linux-enterprise-networks/
https://atip.ahnlab.com/ti/contents/security-advisory?i=5db8e58e-983c-4a86-9bdb-3a75661c1632
https://www.bleepingcomputer.com/news/security/icefire-ransomware-now-encrypts-both-linux-and-windows-systems/
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Figure 9. Files encrypted by IceFire 

 

 
Figure 10. IceFire's ransom note "iFire-readme.txt" 

 

Previously, the IceFire ransomware only targeted Windows systems, but it has been recently 

confirmed that they have expanded their range to Linux systems. This seems to be a strategic 
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change to widen their attack platforms, just like other ransomware groups that have begun 

attacking Linux systems for the past few years.  

 

In order to spread ransomware to Windows systems, various methods such as attaching files 

to emails, guiding users to malicious websites, and phishing emails are used. Since Linux 

systems are mostly run as servers, these attack methods are ineffective as infection 

strategies. IceFire has overcome these limits by using file sharing software Aspera Faspex's 

vulnerability.  

 

When using software that can be used directly for malware infection such as those with file 

sending and receiving features, users must apply the latest security updates and remove 

unnecessary software. Other than that, the standard procedure of regular backups and 

security software installation and update should be performed. 

 

Reference IOCs 

01DE715B0F9E3725EF453D31ACAAF598 

hxxp[://]159.65.217.216:8080/demo 

 

 

2) Magniber Ransomware Bypasses SmartScreen for 

Distribution 

Google's Threat Analysis Group (TAG) has recently posted an analysis on the Magniber 

ransomware that used an unpatched security bypassing technique to get past Microsoft's 

SmartScreen security feature. 6  The threat actor sent an MSI file signed with a uniquely 

fabricated, invalid Authenticode to prevent the user from viewing the Mark of the Web (MOTW) 

security warning from SmartScreen that pops up when an unreliable file is downloaded. This 

vulnerability has been named CVE-2023-24880 and has been patched through the regular 

security update for MS products on March 14.7 

 

It has been reported that the Windows SmartScreen bypassing vulnerability CVE-2023-

24880 bypassed the CVE-2022-44698 vulnerability patched in December 2022. Refer to the 

ATIP report below for more details. 

 

 
6 https://blog.google/threat-analysis-group/magniber-ransomware-actors-used-a-variant-of-microsoft-smartscreen-bypass/  
7 https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24880  

https://blog.google/threat-analysis-group/magniber-ransomware-actors-used-a-variant-of-microsoft-smartscreen-bypass/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24880
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⚫ Atip.ahnlab.com : December 2022 Regular Security Update Advisory for MS Products (This report 

supports Korean only for now.) 

⚫ Atip.ahnlab.com : Zero-day Vulnerability Bypassing Windows SmartScreen Security Feature (CVE-2022-

44698)  

⚫ Atip.ahnlab.com :March 2023 Regular Security Update Advisory for MS Products (This report supports 

Korean only for now.) 

 

Upon executing Magniber with a valid signature downloaded from a test internet environment 

for MOTW settings, the SmartScreen security warnings were displayed. However, Magniber 

samples of the CVE-2023-24880 vulnerability bypassed the warnings and were executed 

without the user's confirmation. The two types of samples used in the test are as follows.  

 
1. magniber_Valid_signature.msi (B3ECE680F2D56D0CE3D95F97DD36487B) 

2. magniber_CVE-2023-24880.msi (779A5C56DA80C053E03CEA35FBB363FB) 

 

 
Figure 11. ADS information of the downloaded magniber msi file. 

 

When the two samples were executed without a network connection, the first sample showed 

the SmartScreen security warning (left), but the second sample was executed without any 

security warnings due to the CVE-2023-24880 vulnerability (right). 

 

https://atip.ahnlab.com/ti/contents/security-advisory?i=7202bcd8-0ad8-44ae-92e9-1e76e592fe84
https://atip.ahnlab.com/ti/contents/asec-notes?i=7ad827e1-ec3d-43da-b3b4-d18bfae05b44
https://atip.ahnlab.com/ti/contents/security-advisory?i=dc4d37f2-b906-4330-9d32-01eeb8db3bc8
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Figure 12. Upon executing magniber_CVE-2023-24880.msi (right) 

 

 
Figure 13. The ransom note and the background screen when infected with Magniber 

 

Suppliers of vulnerable software often release patches with narrow coverage, allowing threat 

actors to discover new vulnerability variants. Patching security flaws requires the correction 

of the fundamental flaws, but this seems difficult to achieve due to the trade-off between 

providing quick patches and the impact those patches will have on the whole software. 

Because the fundamental cause of the SmartScreen bypassing issue has not been solved, 

threat actors were able to find the existing bug's variant, CVE-2023-24880. 

 

As seen in the "Statistics on Targeted Systems by Ransomware", Magniber has the highest 
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number of ransomware attacks in Korea. Their activities are mostly focused on the 

typosquatting method which exploits typos in domain address input or distribution through 

clicks on top advertisement banners that are displayed when searching for major software. 

TAG has confirmed over 100,000 cases of malicious MSI file downloads through the CVE-

2023-24880 vulnerability since January 2023. Over 80% of these cases were by European 

users, which is different from Magniber's typical attack pattern that focuses on Korea and 

Taiwan. There were attempts to check system damage through the revealed IOC, yet these 

attempts were unsuccessful. 

 

Although it is crucial that both corporate and private users adhere to security protocols, more 

emphasis should be put on identifying the fundamental cause and applying defensive codes 

to prevent similar vulnerabilities when software vendors apply security updates with 

appropriate changes.  

 

Reference IOCs 

779A5C56DA80C053E03CEA35FBB363FB 

8F0F46A64ADE3501A2DBE249B9B9F61C 

 

 

3) Significantly More Businesses Targeted by CLOP 

Ransomware 

In February, the CLOP ransomware exploited the GoAnywhere MFT zero-day vulnerability 

(CVE-2023-0669)8 to leak information from about 130 businesses.9 No further activity had 

been detected from them prior to mid-March, which is when they began to post targeted 

businesses on their DLS. These are speculated to be businesses targeted by ransomware 

attacks that have been exploiting the CVE-2023-0669 vulnerability since February. 

 

More details on the CVE-2023-0669 vulnerability are available in the ATIP security advisory 

below. 

 
⚫ Atip.ahnlab.com : Caution Advised for GoAnywhere MFT Zero-Day Vulnerability (CVE-2023-0669) (This 

report supports Korean only for now.) 

 

 
8 https://atip.ahnlab.com/ti/contents/security-advisory?i=840d61f6-858e-4ed1-9d62-4601cacc59a2  
9 https://atip.ahnlab.com/ti/contents/asec-notes?i=eb62d9b4-2320-4d2b-ae6e-d751cd97e268  

https://atip.ahnlab.com/ti/contents/security-advisory?i=840d61f6-858e-4ed1-9d62-4601cacc59a2
https://atip.ahnlab.com/ti/contents/security-advisory?i=840d61f6-858e-4ed1-9d62-4601cacc59a2
https://atip.ahnlab.com/ti/contents/asec-notes?i=eb62d9b4-2320-4d2b-ae6e-d751cd97e268


Threat Trend Report on ooooo Malware 

19 

Detailed numbers of the targeted businesses and the names of some of the businesses can 

be seen in "Targeted Businesses by Ransomware Group". Searching "CLOP" on ATIP yields the 

following "Deep&Dark Web" results. There has been a sharp increase in the number of 

businesses targeted by the CLOP ransomware since early March. 

 

 
Figure 14. Search results of businesses targeted by "CLOP" 

 

Fortra provided a patch for the CVE-2023-0669 vulnerability on February 14. Users of the 

vulnerable version of GoAnywhere MFT are advised to update the software to GoAnywhere 

MFT 7.1.2 through Product Downloads. 

 

Just like the IceFire ransomware's Linux system infection strategies, when using software 

equipped with features that can be used directly for malware infection, such as file transfer, 

users must apply the latest security updates and remove unnecessary software. Other than 

that, the standard procedure of regular backups and security software installation and update 

should be performed. 

 

 

4) Others 

Refer to the following posts to see other issues. All ransomware-related major news, issues, 

https://my.goanywhere.com/webclient/DownloadProductFiles.xhtml
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and reports can be found by searching for Ransomware on ATIP. 

 

⚫ Mallox Ransomware Being Distributed In Korea (Mar. 14) 

⚫ Ransomware Distributed Through Zero-Day Found in MS SmartScreen Feature (Mar. 

15) 

⚫ Nevada Ransomware Being Distributed In Korea (Mar. 23) 

⚫ CLOP Ransomware Group Posts a List of Over 20 Victims (Mar. 16) 

⚫ New Dark Power ransomware claims 10 victims in its first month (Mar. 25) 

⚫ LockBit Ransomware Group Designates the National Tax Service as a Victim (Mar. 29) 

 

 

Conclusion 

There are periodic changes in ransomware sample and targeted system numbers according 

to the success rates of attack campaigns and early infection attempts. As can be seen in the 

statistics above, these numbers vary between thousands to tens of thousands. After having 

been attacked by ransomware groups, hundreds of businesses were also posted on DLS. 

 

As can be seen in the trends above, ransomware attack groups actively exploit the 

vulnerabilities of major software used by corporations. In the case of private users, they take 

advantage of users' negligence, use malware carefully disguised as normal software, or 

vulnerabilities that bypass security software. According to the characteristics used in initial 

infection attempts, corporate and private users are advised to adhere to the following 

guidelines to protect and manage their major assets.  

 

⚫ Apply the latest security updates for operating systems and software. Enable auto-

update. 

⚫ Install and use security software. Maintain the latest updates. 

⚫ Back up data regularly and store said data in an offline or separate network. 

⚫ Take caution to not access websites from unreliable sources and viewing/executing 

email links and attachments. 

⚫ Use hard-go-guess passwords and two-factor authentication (2FA). 

 

 

https://atip.ahnlab.com/ti/search/result?Ransomware
https://asec.ahnlab.com/en/49366/
http://www.boannews.com/media/view.asp?idx=115165&kind=&sub_kind=
https://asec.ahnlab.com/en/50063/
https://atip.ahnlab.com/ti/contents/asec-notes?i=eb62d9b4-2320-4d2b-ae6e-d751cd97e268
https://www.bleepingcomputer.com/news/security/new-dark-power-ransomware-claims-10-victims-in-its-first-month/
https://atip.ahnlab.com/ti/contents/asec-notes?i=cf6b2239-7906-4868-a9a8-9ea7149977f9
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Indicators Of Compromise (IOC) 

A portion of the following IOC quotes other analysis reports, and there are some cases that 

could not be verified because samples could not be obtained. Updates may occur without 

prior notice when new information is found. 

 

1) File Paths and Names 

The file paths and names used by the threat group are as follows. File names of some malware 

or tools may be the same as those of normal files. 

 

iFire 

MS.Update.Center.Security.KB99435793.msi 

MS_Update_Center_Security.KB89598422.msi 

 

 

 

2) File Hashes (MD5) 

The MD5 of the related files are as follows. However, sensitive samples may have been 

excluded. 

 

01DE715B0F9E3725EF453D31ACAAF598 

779A5C56DA80C053E03CEA35FBB363FB 

8F0F46A64ADE3501A2DBE249B9B9F61C 

 

 

 

3) Related Domains, URLs, and IP Addresses 

The download or C2 addresses used are as follows. http was changed to hxxp, and sensitive 

information may have been excluded. 

 

hxxp://159.65.217.216:8080/demo 
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